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Introduction and definitions


Many of us deliver our services using information technology (IT).  It is an important part of our day-to-day work.  This guide sets out standards that we should follow when using IT.  It forms part of our overall code of conduct for employees (see ‘Code of Conduct for employees’) Section 11.10 ).

When we use the term ‘IT’, we mean computers and any systems we use to create, store or exchange information, for example, the Internet. 

It is important that you read and understand this guide.  If you are not sure about any part of it, you should ask your manager or departmental IT unit.

If you do not follow the standards in this guide, or in any other corporate or departmental IT standards, we may take formal action against you, which could include dismissal.

These standards also apply when you are using our equipment at home.

We have the right to go into all our property and look at all personal information including E-mails and computerised information.

1
Using and caring for information
You must take all reasonable steps to make sure that:

a
all information you are responsible for is safe and accurate;

b
you only amend, remove, or add information which can be used to identify any living person if you have permission to do this;

c
you only give information, including information about any person, to any people, groups or organisations who have authority to see that information and you have your manager’s permission; 

d
you do not produce or send to anyone information that goes against our valuing diversity policy, our dignity at work policy or which breaks the law (this includes any offensive, threatening, insulting or discriminatory information); and

e
you do not produce, send or load onto any of our computers or equipment any information (from the Internet or any other source) that contains sexual or pornographic material, goes against any part of our valuing diversity policy or dignity at work policy or breaks the law.  This includes ‘pin-ups’ of men or women, offensive, threatening, insulting or discriminatory information.

2
Using and caring for equipment

You must do the following.

a
Only use computer equipment and systems for the purpose for which we provided them.

b
Take all reasonable steps to make sure that any IT equipment we provide is kept in a safe working condition.

c
Report any problem with your computer equipment to CIT Service Desk immediately.

You must not do the following.

d
Install any unlicensed software or files of information which need a licence or which may break copyright law.

e
Attach any other hardware or communication equipment without authorisation from corporate IT or your departmental IT unit. 

3
Access security

If we give you a password to use a particular computer system or part of the network, you must make sure that your password is at least six characters long, unless corporate or departmental IT tell you otherwise.

Do not: 

· tell anyone your password or write it down;

· try to gain access to areas of any computer systems or the network that you are not authorised to enter; or

· give any information or help to any unauthorised person or group that may help them to gain access which they are not entitled to.

4 Using the Internet

Many of us use the Internet to do our jobs or to get valuable information to help us to do them.  Here are the standards you must follow.

a
We allow access to the Internet from any PC connected to our corporate network.  You are not allowed to access the Internet by any other means (for example, through a local modem).

b
You can use the Internet for personal activities if your manager has given you permission and as long as you do not break the principles of this guide.

c
We have set up our network to stop you from accessing certain types of website including pornographic, homophobic, racist, 

on-line gaming, terrorist and computer-hacking sites.  However, you may still be able to access sites that contain this sort of material.  If so, you should report it to the CIT Service Desk immediately, and you must not deliberately access, or try to access, these sites. 

d
You must only register for subscription services and Internet forums for business reasons.

e
You can download web pages and documents for business use as long as it does not break copyright laws.

f
You must not download software (including screensavers) from the Internet.  If you need to do this for business reasons, you should first get permission from corporate IT or your departmental IT unit. 

5 E-mail
E-mail sent from our E-mail addresses is treated as an official communication on our behalf.  Our monitoring software checks the content of E-mails and we will use it to investigate any suspected abuse.

a
You are responsible for the content of any E-mail sent from your username.  You must not send anything that goes against our valuing diversity policy, our dignity at work policy, which breaks the law or which includes statements that may injure someone’s reputation.

b
If you receive an E-mail that goes against our  valuing diversity policy, our dignity at work policy or which breaks the law, you must tell your manager.

c
When you are sending an E-mail think of its effect on the person who will receive it.

· What do you want to achieve?  If you want a response, be clear about what form it should take and when you want it by.  Try using the following in the message headers.

· FYI – for your information.  (The person receiving the E-mail does not need to take any action.)

· EOM – end of message.  (It’s all in the header, so there’s no need to open the E-mail itself.  This is handy if you’re just confirming a meeting or saying ‘thank you’.)

· SOC – social E-mail (for example, information about quiz nights or leaving parties).

· You cannot show your mood and emotion in an E-mail.  Would it be easier to phone the person or walk down the corridor to speak to them in person?

· The easier your E-mails are to read, the better you and your work area will look.

· Have you made any assumptions about the person who will receive your E-mail?  For example, their sex or cultural values, or that they are up to date with all the relevant information.

· Plan your message carefully.  Get rid of any unnecessary wording, and check the spelling and grammar.

· Imagine you are the person receiving your E-mail – how would you feel about receiving it?

d
You can use E-mail for private activities if this is essential, if your manager has given you permission and as long as you do not break the principles of this guide.

e
Although you are allowed to access web-based E-mail services (for example, Hotmail, Yahoo, Rocketmail) this is for personal use only and must be agreed by your manager. You must not use these sites to send or receive E-mails on council business.  

f 
We automatically add a disclaimer to Internet E-mail sent out from us in case it is wrongly addressed or reaches the wrong person.  However, you must take steps to make sure that you address E-mail correctly.  If you find out that an E-mail has been received by someone other than the person you meant to send it to, you must take steps to make sure that this does not happen again.

6 Computers for working at home (including personal use)
We are looking at new ways of working, and we may give you computer equipment to use for working from home or other places when you are on our business.  If this is the case, the following standards apply.

a
You can use the equipment for personal use if we have set it up to allow this and you do not break any of the principles of this guide.  You will be responsible for any tax that might arise from personal use. 

b
If you have a problem with any equipment and one of our technicians thinks that the problem was caused by personal use, you may be liable for the costs of putting the problem right.  This includes any costs we may be responsible for under the Data Protection Act.

7  More information

You can get more information from:

a
your line manager;

b
your local IT unit;

c
Corporate IT Service Desk, extension 4321, who will refer your enquiry to the most appropriate department; or

d
the Camden Connect Intranet (look under ‘RESOURCES’).
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